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GOVERNMENT OF THE DISTRICT OF COLUMBIA 
Office of the Chief Financial Officer 




Office of Integrity and Oversight 



MEMORANDUM - 

TO: VH0H^^ Interim Deputy Chief Financial Officer and 

Interim Treasurer 

FROM: . VHHHHR, Executive Director 
Office of Integrity and Oversight 

DATE: September 12, 2012 

SUBJECT : Audit of Wire Transfer Processing at the Office of Finance and Treasury - 
(Report No. OIO-12-01-04-OFT) ; 

Attached is the report summarizing the results of our audit of Wire Transfer Processing, at 
the Office of the Finance and Treasury (OIO- 12 -01-04 OFT). This audit was.' included 
in OIO' s Audit Plan for OFT. 



Our report contains two recommendations for necessary action to correct the described . 
deficiencies. We received your response to the draft report on August 16, 2012. We 
consider actions planned and taken by OFT to be responsive to the recommendations. 
The full text of OFT's response is included herein as Exhibit B. 

We appreciate the assistance and cooperation that you and your staff provided to OIO 
during this audiLShould you have any questions or need additional information, please 
call m e at (202) ^^^Bp or you may contact J^HHBHHfc Internal Audit Director 

Attachment 

cc: NatwarM. Gandhi, Chief Financial Officer 
Chief of Staff, OCFO 
Chief Risk Officer, OCFO 

Associate Treasurer of Banking and Operations, OFT 
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EXECUTIVE DIGEST 



OVERVIEW 

The Office of Integrity and Oversight (OIO) has completed an audit of Wire Transfer 
Processing at the Office of Finance and Treasury (OFT). This audit was included in , 
OIO s Audit Plan for OFT. 

CONCLUSIONS 

Our audit disclosed internal control weaknesses in the following areas: 

• Disbanding of the Wire Transfer Tracking System without an appropriate • 
. replacement; and . 

• Operating Procedures Manual not updated following changes made in processing 

• wire transfers. s ,. . : • 

SUMMARY OF RECOMMENDATIONS AND MANAGEMENT ACTIONS 

We directed two recommendations to OFT management for necessary action to correct 
the described deficiencies. The recommendations center on: 

• Developing or purchasing a database system that can interface with the Financial 
Management System to track wire transfers and enable monitoring and data analysis 
by management; and 

• Reviewing and updating procedures to reflect the changes made in the processing of 
wire transfers in FY 2010 and ensuring that these changes are duly communicated 
to appropriate staff to assure operational consistency. 



MANAGEMENT ACTION 

During the course of the audit we apprised OFT management about the above cited 
deficiencies and OFT advised us that they were in the process of updating the Procedures 
Manual. Management also informed us that they were taking appropriate actions to 
address the lack of a tracking system for wire transfers and were already looking into 
possible systems that could be acquired when funds are identified. 
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INTRODUCTION 



BACKGROUND 
Cash Management Unit 

TheOffice of Finance and Treasury's (OFT) cash management responsibilities includes : '' 
toe daily processing and management of the District of Columbia's ("District") cash 
funds, including daily projections and planning of -funding requirements and Electronic ■ 
Funds Transfer (EFT) management. 

The Cash Management Unit (CMU) is responsible for preparing cash position reports for 
cash handling and investment planning purposes. The CMU also prepares two cash 
position reports (Working Funds Cash Position and End of Day Report) to monitor cash •: ' 
flows m the District's main operating accounts and to determine daily funding '■ ; ' 
. requirements. ' ■ '• • ' 

The. CMU is responsible for transmitting funds .electronically once proper paper work has 
been received and signed off by a certifying officer with the relevant supporting - • 
documentation. ■ . 

Electronic Funds Transfers 
Wire Transfers 

^SS^^JT tranSf£rS ori S inatefrom Office of Financial Operations and Systems : 
(OFOS), Debt Management Unit (DMU), Payment Operations Center (POC), Electronic 
Benefits Transfers (EBT) or other District agencies. Irrespective of the source of the wire 
transfer requests, they must bear the signature of an authorized approver. Ability to 
release wire transfers from the online banking systems is restricted to OFT Certifying 
Officers. Once the wire transfer is released, a copy of the wire confirmation report from 
-the bank is printed and attached to the journal entry request for filing. 

A CMU analyst reconciles the wire transfer activity in the Custodial Account on a daily 
basis to ensure that executed wires have been settled and no unauthorized electronic fund 
transfer activity has occurred in the account. 

Wire transfer requests are handled in the following manner depending on the source: 
Office of Financial Operations and Systems (OFOS) 

Wires originating from agencies require review and authorization by OFOS prior to 
disbursement. OFOS completes a review of the wire request and approves the journal 
entry request prior to forwarding the appropriate documentation to OFT. The Cash and 
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Investments Manager (CIM) receives a pre-audited certified System of Accounting and' ; 
Reporting (S OAR) J ournal Entry Request created by the Accounting Manager of OFOS - 
either through email, fax, or hand-delivered inter-office mail. The wire request along with 
supporting documentation is reviewed by Cash Management Analyst (CMA) and 
forwarded to the CIM, who confirms that the request ties back with the supporting . ••• 
documentation and contains proper authorization. The wire request is then forwarded 
back to the designated CMA, who then initiates the transaction in online banking services 
of the respective financial institution; The online banking systems require dual approval- 
the wire transfer is first approved and released by the CIM, followed by final approval by 
the Associate Treasurer for Asset Management. • 

Debt Management Unit.(DMU) . 

Wire requests for debt service and related activities originate from the DMU, and are 
forwardedto the CIM or the Associate Treasurer for review, approval and releaser - ; ' •• 

Payment Operations Center (POC) 

Wire requests by District agencies are first sent to the POC. The POC receives the 
documentation containing the Electronic Funds Transfer (EFT) form along with a copy of 
the wire entry already recorded in SOAR. The CIM or Associate Treasurer reviews the 
wire request package to ensure that the documents have been completed accurately and 
agrees with the supporting documentation. The EFT transaction is then uploaded to the 
appropriate financial institution's online banking system for execution and approval. 

Electronic Benefits Transfers (EBT) 

Electronic benefits are managed by JP Morgan Chase, a contracted third-party 
administrator. JP Morgan receives a file of payments to make to eligible participants 
from the Department of Human Services (DHS) system once eligibility and authorization 
for payments have been established. JP Morgan Chase creates an ACH file from this file 
and forwards it. to EBT. The Electronic Banking Project Analyst retrieves the electronic 
the ACH file and compares the control total and item count. If the amounts are correct 
the file is transmitted back to JP Morgan Chase for settlement. The Analyst then sends a 
memorandum that includes supporting documentation to the Associate Treasurer 
requesting the transfer of funds to the appropriate bank account in the amount of the 
ACH file batch total. 
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Inter-Agency Accounts funding • ' 

Wire transfers are also used to move funds from: the Custodial Account to various District 
agency tank accounts (disability, unemployment efc.) in order to cover- .disbiu-sements^ 
Idle funds -are also moved from the Custodial account to other accounts>for dvernishr 
investment. ". : ' s 

OB JECTIVES, SCOPE AND METHODOLOGY: 

. The primary objectives of this audit were to: 

■ ■ Assess the effectiveness of internal controls, policies and procedures related to ' '"• 
■ wire transfers; ■ 

' Determine whether wire transactions are accurate, properly authorized and ''''■>■ 

... adequately documented; :■■>-.. 

■ Djtomine whether ^ OFT. has implemented recommendations ma 

OIO s prior report issued in October 2009 (Report No. IA:OFT:2904-C01). 

To accomplish our objectives, we conducted interviews with the relevant officials at OFT 
and the CMU. We also reviewed relevant documentation which included bank 
statements, policies and procedures and other financial documents. 

Due to the lack of a tracking database and the inability of OFT to provide the total 
number of wire transfers processed for FY 2010 and FY 201 1, we were only able to 
select a limited sample to analyze. Also, because of this limitation, we could not project 
the results of our testing to the entire wire transfer population. Accordingly, we selected a 
sample of 34 wire transfer transactions processed during FY 2010 for testing to determine 
compliance with agency policies and procedures.' 

We conducted this audit in accordance with generally accepted government auditing 
standards. Those standards require that we plan and perform the audit to obtain sufficient 
appropriate evidence to provide a reasonable basis for our findings and conclusions based 
on our audit objectives. We believe that the evidence obtained provides a reasonable 
basis for our findings and conclusions based on our audit objectives. 

Although we did not perform a formal reliability assessment of the computer processed 
data, we determined that the hard copy documents we reviewed were reasonable and 
generally agreed with the information contained in the computer-processed data 
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FINDINGS AND RECOMMENDATIONS 



FINDING 1: DISBANDING OF THE SUNGARD TREASURY 

WORKSTATION SYSTEM FOR WIRE TRANSFER 
V TRACKING v - : 



SYNOPSIS: 

Our audit disclosed that OFT does not have an in-house database of wire transfers 
processed by the Cash Management Unit (CMU). This was caused by the disbanding of 
the SunGard Treasury Workstation (TWS), which was previously used to track all wire 
tansfers processed. The absence of an internal tracking system impeded the testing that 
010 intended to. perform-during ;the .audit.; were ; pnly able to select a limited- sample 
to analyze due to the lack of a tracking database and could not project the results of L 
■testing. to. £e tnm.wm.ti m fpx:^ P m6n.^m&miott, the CMU staff could not 

in FY 2010. The lack of a database for wire transfer transactions has limited management 
oversight and increased. the workload for the analysts. •.■ : , . . • . 

DISCUSSION: 

During our discussions with OFT officials, we were informed that the CMU stopped 
using the SunGard Treasury Workstation (TWS) to process wire transfers. Responsible 
officials also stated that the decision to disband TWS was made due to problems 
encountered with the Vendor. In addition, responsible officials stated that it would be too 
expensive for OFT to pay for maintenance costs and pay the Vendor to fix some of the 
glitches in the system. 

We also found that OFT did not track wire transfers processed for part of FY 2010 This 
led to the CMU being unable to provide 010 with an accurate dollar amount and number 
of wire transfers processed during FY 2010. In FY 2011, the CMU started to track wire 
transfers using an Excel spreadsheet. Although the spreadsheet captures the wires 
transmitted on a daily basis, it does not allow the CMU staff to analyze the data In 
addition the CMU analysts rely on bank statements that are provided by the bank on a 
monthly basis to determine whether all wire transfers are accurately processed. Further 
we found that the CMU analysts have to spend a great amount of their time researching ' 
wire transfer data since they do not have an internal database, resulting in inefficiency 
and potential risk in tracking wire transfers. 

Although the CM analyst reviews online bank transactions on a daily basis to monitor 
wire activities, we noted that only the wire transfer activities in the District's Custodial 
Accounts (Wachovia/Bank of America) are reconciled daily and approved by either the 



4 



September 12, 2012 



OIO No. 12-01-04-OFT 
Final Report 



EXHIBIT B: AGENCY RESPONSE TO DRAFT REPORT 



: CJM or Associate Treasmier. Certain financial institutions do not provide a current day ^- 
report to verify wire, transactions. >■; 

In view of the fact that the only reliable wire transfer data came from the bank statements- 
provided by the bank every month (Custodial Accounts at Bank of America/Wachovia) 
we selected a non-statistical sample from the FY 2010 transactions to review Since the 
data frorn the bank statements had various types of transactions, we could not verify 'the' • 
total transactions processed during, both FY 2010 and FY 201 1 . We, however, found that- 
all the 34 wire transactions selected from the bank statements for FY 2010 had required ' 
approvals and supporting documentaUon. • 

RECOMMENDATION: / 

We recommend- that, the Interim Deputy Chief Financial Officer, OFT: ' - ■' ■ 

1. Develop a reliable in-house Tracking System or acquire a database system that can 
interface with the Financial Management System to track wire transfers and enable 
monitoring and data analysis by staff and management; 

OFT's Response 

OFT agreed with OIO's recommendation and stated that OFT is working with the Oracle 
team to see if the new system offered alternatives or additional programs to support the : 
wire process. ' 

OIO's Comment 

The action taken by OFT is responsive to the recommendation and when fully 
implemented should address the deficiency. 
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EXHIBIT B: AGENCY RESPONSE TO DRAFT REPORT 



FINDING 2: OPERATING PROCEDURES UPDATE 



SYNOPSIS: 



Our audit disclosed that the although the CMU. discontinued the use of SunGard and 
moved to -a manual process for tracking and booking wire transfers, the procedures had 
not been .updated to reflect this significant change: This has resulted in the lack of clarity 
m the processing of wire transfers and could lead to errors being made by the CMU staff. 

DISCUSSION: ■ -:,:,'<:■ 

During our review of me Wire Transfer Procedures, we found that the procedures did not 
reflect the changes that had been made in the processing of wire transfers. During our 
discussions with the CMU staff they stated that this was an oversight and they would 
update the procedures. . , 

RECOMMENDATION: 

We recommend that the Interim Deputy Chief Financial Officer, OFT: 

2. Review and update the wire transfer procedures to reflect the changes made in FY 
2010 (disbanding SunGard and reverting to a manual process) and ensure that these 
changes are communicated to appropriate staff. 

OFT's Response 

OFT agreed with OIO's recommendation and stated that OFT has updated the cash 
management policy which has been forwarded to OIO. OFT has also instructed all staff 
to review all internal policies and update them by September 30, 2012. 

OIO's Comment 

The action taken by OFT is responsive to the recommendation and has addressed the 
deficiency. 
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EXHIBIT A: SUMMARY OF POTENIAL BENEFITS 
RESULTING FROM AUDIT 



a 

o 
S3 

ca 
c 



o 

O ' 

■PS 



Description of Benefits 



Type of 
Benefit 



Agency 
Reported 
Estimated 
Completion 
Date 



Status 1 



Ensures data accuracy and 
availability. 



Internal 
Control 



FY 2013 



Open 



Improves efficiency and consistent 
application of procedures. 



internal 
Control 



9/30/12 



Open 



This column provides the status of a recommendation as of the report date. For final reports "Open" 
means management, and the OIO agree on the action to be taken, but is not complete. »Cb ed'' means 
management has a vised that the action necessary to correct the condition is complete. If a cLpletion 
date was not provided, the date of management's response is used. 'Vn^^n^A^^^nt 
he SI on ^ reC ° mmended action - P"»o««l satisfactory alternative act oS to cCect 
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EXHIBIT B: AGENCY RESPONSE TO DRAFT REPORT 



Ot>VKKM-VJRNTOP THR DJCSTJUCT OF COLUMBIA 
OFFICE OP ..TllECtJIEF FJNAKCJAL Ol-TiCJER 



TO: 



Execu tive Dinscuor, Office of hicgnty Mid Ovaaigta , 



Interim Deputy Chicrf Finwicial Officerand Interim TVaoauwr 



DATE; August, 16, 2012 

SUBJECT: Response to DIP Report - VircTnitigfb r Hioceasdng (OJO-IS-O ] -04-QrT} 

Fjesse find ^following responses in rotation to tbe findings auied in the OIO report, 

HudJat ] : bisfcunnlir^ of the SunGsrd Trwuwy Wbifttttfon System tor Whe Transfer Tracking 

uL*^ a ? n ? it V^V 1ndil19 witt rhe folloMi na clarification SvnGarO. 
uaa. «r. inherited legacy : .sy.se era 4md the personnel rraiaed on the 
SOItware had marie unnecessary a l:s C merits to the svstera. and trna* 
Srt\f^ "-^insted prior r.o th* current ms^nnt team. a 
«M S " ^ S eS Cflr, " 3 ?' &rt JTunetionaliry of 5u n5 ard r 

which led. to a number af errnr-n that occurred as a result of ircMWt 

P 03 ^* tD Eer -*^' Wl« and incorrect Ln! ctarT 

; c ^ I0X * ^ d £ roblem£ **» ^Vet^ffl notable and tine 

ovst to bring the aystoc. back to compl-tft f iinctiona i i b v was sreiigiw 

^ ^r^? t ( Lh * teIE,inatl -= n ot SVnGarci, Cash tdar.agea-.enr. liqpl ■ 
**,h m to track tranters, Tbe primary mi BS ionTt th" 

«™SSfX t ^'- L ^- tC BnBUle ar* 6 KC cuted timely and 

accurately, which -j.;iDXuae a managing the proper approvals fear the> 
plated tap«rtl6,Li. Cbe ultimate da-.tauM, for Wire transfer* i. the 
account fx on tbe transfer would be routed. The b*nk 

typi.tally polled from our exiting fcanXang partner 
the ItnJ^t t + Lx»«f H r froi 3 ar* or fttnerica to tells i'azco 

Sdih get / n3r ^ dta fjnm J^ak °- ^arlce to support the " 

«rrar2^°? ^ tDD e W ai "«- »e lave beer, able 

i'Si^ PW™* hoWfcvax CUD "as r^wtlsg additional 
anfocE^jon to support the raviev. and.thaz wasn't atpi* w be provided 
Currant^ w* ime the bank rjau,, Uiu'^dod pH ». ard JeeL Pr °' ideQ - 



I3CIL 4" Street SW. SuiU. H50W, **Mn^DC 2002? (21J2)5*?,<5CW5 Fek; (202>727-tiuir 
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S S£f 5 Frr — - - 

?; : hfl fJ av 9r lap. ftl$ , weie working nith the Ocavle -ean to a^e 
FY13. F Wc pl,iri tc> rfe -=n5ag-e in thi* project during 

Finding 2: Opaatliitg Procedures Update 

^^l*! 1 ^«di=g- Th* c«h p^ge^t policy fca 3 -b»™ 
hi?^-"^^ 6 P° lic y h« bow forwarclsa Lo OJO Also ; ' 

them by 9-M-2012t. «=o review,*), aortra*! poiici., S nd .update . 
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